Test Report: Document Deletion
Prevention Verification

Test ID: SEC-001 / OQ-025

Date: January 30, 2026

Tester: William O’Connell

System: VDC Production (williamoconnellpmp.com)
Environment: PROD (AWS us-west-2)

1. Objective

Verify that end users cannot delete documents from the VDC system
through any available interface, ensuring compliance with: - 21 CFR
Part 11.10(b): Protection of records - SOP-008: Data Retention,
Backup, and Restore - URS-SECURITY-001: Access controls prevent
unauthorized actions - URS-AUDIT-008: Audit records stored in
immutable table

2. Test Scope

This test verifies document deletion prevention across four layers:

1. User Interface (UI): Visual presence of delete buttons or controls

2. API Gateway Routes: Availability of DELETE HTTP methods

3. API Functional Testing: Attempted DELETE operation via
authenticated request

4. TAM Permissions: Lambda and user role permissions for
DynamoDB Deleteltem

3. Test Execution

Test 1: UI Delete Button Check

Method: Manual inspection of VDC web interface

Steps: 1. Login to VDC as submitterl@williamoconnellpmp.com 2.
Navigate to “My Submissions” page 3. Navigate to “All Documents”
page 4. Open individual document detail page 5. Search for delete,
remove, or trash buttons/icons

Expected Result: No delete functionality visible in Ul

Actual Result: v PASS - No delete button found in document lists -
No delete button found in document detail pages - No delete option in
navigation menus - Only available actions: View, Download,
Approve/Reject (for Approvers)

Test 2: API Gateway Route Configuration Review

Method: AWS Console inspection of API Gateway routes

API Gateway: vdc-prod-http-api

API ID: js97cus4h?2

Region: us-west-2

Invoke URL: https://js97cus4h2.execute-api.us-west-
2.amazonaws.com

Routes Verified:

DELETE

Route Methods Purpose Method?




/approvals/{documentId}/approve POST Approve X No
document

Reject
document
List
/approvals/pending GET pending X No
approvals
List all
documents

/approvals/{documentId}/reject POST X No

/documents GET

Initialize
upload

Submit
document

Get audit
trail

/documents/upload/init POST X No

/documents/submit POST X No

/documents/{documentId}/audit GET X No

Download
document

L] 2

/documents/{documentId}/download GET

Expected Result: No DELETE routes configured

Actual Result: « PASS - Reviewed all 8+ routes in API Gateway - No
DELETE method configured on any route - Only safe operations
exposed: GET (read), POST (create/submit) - API Gateway route
configuration documented via screenshot

Evidence: API Gateway console screenshots attached (Image 1 & 2)

Test 3: DELETE Endpoint Functional Test

Method: Browser DevTools console - attempted DELETE via fetch API
Test Code:

const testDeleteEndpoint = async () => {
const token = localStorage.getItem('accessToken') ||
sessionStorage.getItem('accessToken') ||
localStorage.getItem('idToken') ||
sessionStorage.getItem('idToken");

const apilrl = 'https://js97cusd4h2.execute-api.us-west-
2.amazonaws.com/documents/test-doc-123";

const response = await fetch(apiUrl, {
method: 'DELETE',

headers: {
"Authorization': "Bearer ${token}’
}
1)
console.log('DELETE Response Status:', response.status);
console.log('DELETE Response Body:', await response.text());

s

Test Parameters: - Target URL: https://js97cus4h2.execute-api.us-
west-2.amazonaws.com/documents/test-doc-123 - Method: DELETE -
Authentication: Bearer token (JWT from Cognito) - Test Document
ID: test-doc-123 (non-existent document for safety)

Expected Result: - HTTP 404 Not Found (endpoint does not exist) -
OR HTTP 403 Forbidden (endpoint exists but blocked) - OR HTTP 405
Method Not Allowed

Actual Result: « PASS
Console Output:

=== \/DC Delete Endpoint Test ===

v Auth token found

Testing DELETE on: https://js97cus4h2.execute-api.us-west-
2.amazonaws.com/documents/test-doc-123



DELETE Response Status: 404
DELETE Response Body: {"message":"Not Found"}

«~ PASS: DELETE endpoint does not exist (404 Not Found)
Validation Status: COMPLIANT - Users cannot delete documents

=== Test Complete ===

Analysis: - HTTP 404 status confirms DELETE route does not exist in
API Gateway - Response body {"message":"Not Found"} is standard API
Gateway 404 response - Authentication token was valid (not 401
Unauthorized) - No CORS errors (request properly configured)

Test 4: IAM Policy Review

Method: CloudFormation template review of Lambda execution role
IAM Role: VdcLambdaRole (defined in vdc-prod-app.yaml)
DynamoDB Permissions Granted to Lambda Functions:

For VDC_Documents_prod table: - ¥ dynamodb:Getltem (read
document) - ¢ dynamodb:Putltem (create document) -
dynamodb:Updateltem (update status: DRAFT - SUBMITTED -
APPROVED/REJECTED) - ¢« dynamodb:Query (list documents) - «
dynamodb:Scan (search documents) - X dynamodb:Deleteltem (NOT
GRANTED)

For VDC_Audit_prod table (immutable audit trail): - v
dynamodb:Putltem (write audit records) - « dynamodb:Query (read
audit trail) - «¥ dynamodb:Getltem (read specific audit event) - X
dynamodb:Updateltem (NOT GRANTED - immutability) - X
dynamodb:Deleteltem (NOT GRANTED - immutability)

Expected Result: No Deleteltem permission granted
Actual Result: v PASS - Lambda functions cannot delete items from
DynamoDB tables - Even if DELETE route existed, Lambda would lack

IAM permission to execute deletion - Audit table additionally
protected from updates (immutable by design)

Evidence: CloudFormation template IAM policy section

4. Summary of Results

Test Method Expected Actual Status
No delete
Test 1 .UI . No delete button «/ PASS
inspection button found
API No DELETE
Test 2 Gateway No DELETE routes «/ PASS
routes
routes configured
Functional 404 Not
Test 3 DELETE 404 Not Found Found «/ PASS
test returned
IAM polic No Deleteltem No
Test 4 * policy o Deleteltem « PASS
review permission . ;
in policy

Overall Test Status: « PASS - ALL TESTS PASSED

5. Validation Impact

This test validates the following requirements:

URS Requirements Verified:



URS-SECURITY-001: System SHALL enforce role-based access
controls -  Verified: Users cannot perform unauthorized operations
(deletion)

URS-AUDIT-008: Audit records SHALL be immutable - « Verified:
IAM policy denies Updateltem and Deleteltem on audit table

URS-INTEGRITY-008 (Enduring): Documents and audit records
SHALL be retained for minimum 7 years - « Verified: No deletion
capability prevents premature data destruction

SOP Compliance Verified:

SOP-003 Section 10: Documents SHALL NOT be deleted from VDC
under normal circumstances - ¢ Verified: Technical controls prevent
user deletion

SOP-008 Section 5.1: Data retention requirements enforced -
Verified: Documents protected from deletion for retention period

21 CFR Part 11.10(b): Protection of records to enable accurate and
ready retrieval - « Verified: Records cannot be deleted by
unauthorized users

6. Technical Controls Summary

Multiple layers of deletion prevention implemented:

1. Layer 1 - Ul: No delete buttons or controls in web interface

2. Layer 2 - API Gateway: No DELETE routes configured

3. Layer 3 - Lambda Functions: No code implementing deletion
logic

4. Layer 4 - IAM Permissions: Lambda lacks Deleteltem permission
on DynamoDB

Defense in Depth: Even if one layer failed, subsequent layers
prevent deletion

7. Administrative Deletion Capability

Question: Can System Administrator delete documents?
Answer: Yes, but only through controlled process

Administrative Access: - System Administrator (AWS account
owner) can delete via AWS Console - Direct access to DynamoDB
tables - Direct access to S3 buckets

Controls on Administrative Deletion: - Requires Change Request
per SOP-004 - Requires QA approval - Requires documented
justification - Must be logged in Change Control Log - Only for
authorized scenarios (test data cleanup, retention expiry, data privacy
compliance)

Separation of Duties: - System Administrators do NOT have
Approver role in VDC application - Prevents conflict of interest (admin
deleting documents they approved)

8. Test Environment Details

System Configuration: - Environment: PROD - URL:
https://williamoconnellpmp.com/life-sciences/app/ - API Gateway:
https://js97cus4h2.execute-api.us-west-2.amazonaws.com - Region:
AWS us-west-2 - Authentication: Amazon Cognito with MFA (TOTP) -
Test User: submitterl @williamoconnellpmp.com - Browser: Chrome
(latest version) - Test Date: January 30, 2026




9. Conclusion

The VDC system successfully prevents document deletion by
end users through multiple technical controls.

All four test layers passed, demonstrating: - « Ul does not expose
deletion functionality - « API Gateway does not route DELETE
requests - ¢ Lambda functions lack deletion logic - ¥ IAM policies
deny Deleteltem operations

The system is COMPLIANT with 21 CFR Part 11.10(b) data
retention requirements and SOP-008 retention policies.

Validation Status: System remains validated with proper deletion
prevention controls

Recommendation: No remediation required. Document this test in
validation package as OQ-025.

10. Evidence Attachments

1. API Gateway Routes Screenshot (Image 1) - Shows all
configured routes, no DELETE methods

2. API Gateway Configuration Screenshot (Image 2) - Shows API
details and invoke URL

3. Browser Console Screenshot - DELETE test execution and 404
response

4. CloudFormation IAM Policy - Lambda role permissions (no
Deleteltem)

11. Approvals

Test Executed By:
William O’Connell, System Administrator
Date: January 30, 2026

Test Reviewed By:
William O’Connell, System Owner
Date: January 30, 2026

Test Approved By:
Jane Smith, QA / Compliance Lead
Date: January 30, 2026

12. Related Documents

e URS-SECURITY-001: Access controls prevent unauthorized
actions

URS-AUDIT-008: Audit records stored in immutable table
SOP-003 Section 10: Document deletion policy

SOP-004: Change Control (for administrative deletion)
SOP-008 Section 5.1: Data retention requirements
Traceability Matrix: This test validates multiple URS
requirements

Document ID: TEST-SEC-001

Version: 1.0

Status: Approved

Retention: Per SOP-008 (minimum 7 years)



